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COMMERCIAL IP CRYPTO

CMIIP-C is a commercial IP crypto device for medium rate IP data communications according to the operational
and technical needs of the professional consumer market. It fully protects and provides secure communications links
for diverse Businesses, Service Providers, and Institutions.

The Commercial IP Crypto implements security requirements of confidentiality, authentication and integrity
guaranteed through a proprietary security protocol that uses state-of-the-art encryption algorithms. CMI1IP-C
introduces Quantum Resistant cryptography algorithms which are resilient to the attacks from soon-to-be-
introduced quantum computers (post-quantum cryptography).

The use of top-design hardware and firmware solutions turns into a considerable reduction in the size of the
encryptor, compared to the current architectures used for the creation of the cryptographic modules, while keeping
high-grade throughput performances, consistent for business applications. The device is designed to be installed in
pre-existing network architectures that include cyber security devices between its crypto side and the physical
transport network. It integrates with external routers, firewalls, external IDS for the realization

of advanced networking features.

Versatile and flexible to meet multiple applications in a
heterogeneous distributed environment, suitable for securely
connecting remote sites/facilities of business organisations

Implementation of Quantum Resistant algorithms
Support of new functionalities by incremental updates

Small form factor unit and medium throughput

Complemented by Crypto Management Application (CMAP)
which performs key generation functions, using the entropy
provided by internal TRNG, and CSPs, preparing the
Tokens/CIKs for the network's ECUs.
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Dedicated off-line applications for key generation,
network and crypto configuration generation,
initialization, and management

Complemented by Key and Network Management System
(KNMS), able to control secure networks of any size

Design and development of CMITIP-C crypto is the result
of the collaboration and fully under control of Leonardo
and Next Italian companies. Manufacturing is performed

at Leonardo plants
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Technical description
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